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FTC Background
• Since the 1970’s, the Federal Trade Commission (“FTC”) has been the primary federal 

agency tasked with the creating policy on privacy and enforcing federal laws relating 
to privacy. 

• The FTC uses law enforcement, policy initiatives, and consumer and business 
education to ensure the protection of consumers’ personal information. 

• Under the Biden Administration, Lina Kahn’s FTC used its Business Blog aggressively 
as a vehicle to push the law.  Andrew Ferguson’s FTC has pulled back much of this 
guidance, but it’s early, and we’ll see where he takes it.  It’s unlikely they walk away 
from this tool altogether. 
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FTC Background, continued
AMG Capital Management v. FTC:  Supreme Court ruled that the FTC Act does not 
authorize the FTC to obtain monetary remedies, such as restitution or disgorgement, in 
Section 5 cases brought under Section 13(b).  Since then, the Biden FTC signaled that it will 
increasingly rely upon other penalties, such as algorithmic disgorgement, which could 
result in a greater financial loss to businesses in the long term.  Unclear if the Ferguson 
FTC will follow this policy, but it is a very powerful tool to abandon.

Most enforcement actions are brought under Section 5 of the FTC Act, which 
prohibits “unfair or deceptive acts or practices in or affecting commerce.” 

• “Unfairness”:  An act or practice that causes or is likely to cause substantial injury to 
the consumers that is not reasonably avoidable and that is not outweighed by its 
benefits to consumers or competition. 

• “Deception”:  A representation or omission about a material fact that is likely to 
mislead consumers acting reasonably under the circumstances and would impact 
that consumer’s choice regarding the product or service.
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New Administration, New Priorities
• Andrew Ferguson became Chairman of the FTC on January 20, 2025, and on March 18, 

President Trump removed the two Democratic Commissioners, leaving (now) three 
Republican Commissioners to advance the Administration’s deregulatory agenda.

• In a January press release, Chairman Ferguson stated that the FTC will usher in, “…a 
New Golden Age for American businesses, workers, and consumers” but did not 
elaborate on how that would be accomplished.  Sounds like a light-touch, but certainly 
enforcement actions based on deception are in play.  Republicans tend to use 
unfairness more sparingly. 

• Big Tech may be an exception:  In a March 2025 statement at a policy conference in 
D.C., Chairman Ferguson stated that the “C-Suite deference” to large tech companies is 
over, but it remains unclear whether that relates to antitrust enforcement or to privacy 
and security enforcement as well. 

https://www.ftc.gov/news-events/news/press-releases/2025/01/andrew-n-ferguson-takes-over-ftc-chairman
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New Administration, New Priorities
Commissioner Holyoak at IAPP 2025 (as reported by Bloomberg):  

• FTC will focus on enforcement of existing law and authority (COPPA – top priority; use every 
tool, FCRA; GLBA; ROSCA?)

• Other Privacy:  
o In:  Deception -- Deceptive data sharing, data security, data brokers; sensitive data. 
o Out:  Unfairness (except maybe inadequate security); attenuated harm; means and 

instrumentalities.
• New Focus:  Selling/transferring/providing access to “personally identifiable sensitive data” to a 

“foreign adversary” (China, Russia, Iran, North Korea) or “an entity that is controlled by a foreign 
adversary” under the Protecting Americans' Data from Foreign Adversaries Act – Civil penalties!

• Focus on responsiveness to CIDs (same as state regulators): In:  Advocacy; Out:  Hide the ball
• AI: “promote AI growth and innovation, not hammer it with misguided enforcement actions or 

excessive regulation."
o In:  AI use in fraud and scams; advertising law claims.
o Out:  Actions like … Rytr – unfairness; [service likely to create fake reviews] … [and 

providing] the ‘means and instrumentalities’ to produce deceptive AI-generated” content.

https://www.congress.gov/118/plaws/publ50/PLAW-118publ50.pdf
https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-approves-final-order-against-rytr-seller-ai-testimonial-review-service-providing-subscribers


Artificial Intelligence 



Smart In Your World afslaw.com | 9

Artificial Intelligence: Overview 

• The FTC can police the use of AI via its Section 5 authority. 

• During the American Bar Association’s 73rd Antitrust Law meeting last month, panelists 
consisting of former FTC chairs and practitioners predict that the FTC may deprioritize 
enforcement actions alleging that AI systems produce discriminatory outcomes, instead 
focusing on “AI washing,” which is a term used to describe exaggerated or unsubstantiated 
claims about a company’s AI products.  

• Focus on AI seems to be advertising law for now, rather than bias or discrimination.  Deception is 
in play for privacy cases.  Must substantiate claims on how AI tools work and on their 
efficacy.
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Artificial Intelligence in the FTC Blogs 

Within the past two years, the FTC’s Business Blog and Technology Blog have 
provided additional guidance on the use of AI:

• In:  Businesses that quietly and retroactively change privacy policies and terms of service 
to address new AI tools could be considered deceptive acts or practices. (February 13, 2024)

• Out:  The design or use of a product can also violate the unfairness prong of the FTC Act where 
their use results in bias or produce discriminatory results. 

https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2024/02/ai-other-companies-quietly-changing-your-terms-service-could-be-unfair-or-deceptive
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Artificial Intelligence: Notable FTC Enforcement 
Rite Aid Corporation, et al. – February 2023 

• This is the first FTC action which alleged that the use of AI resulted in a 
biased and unfair outcome. 

• The FTC alleged that Ride Aid violated the FTC Act because it failed to take 
reasonable measures to prevent harm to consumers after AI facial recognition 
technology used by Rite Aid erroneously flagged consumers as matching 
someone who had previously been identified as a shoplifter or engaging 
in other wrongdoing.  

• How will the Ferguson FTC follow-up?  Maybe same type of facts and focus 
less on bias and more on claims by a facial recognition system provider.
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Artificial Intelligence: Operation AI Comply
In a September 2024 news release, the FTC announced a new enforcement initiative called 
“Operation AI Comply,” detailing actions against five companies for their alleged unfair or deceptive 
use of AI. We discuss the DoNotPay action below. 

DoNotPay offers an AI-powered “robot lawyer” that it claimed could “generate legal documents 
and check small business websites for compliance violations.” 

• In its complaint, the FTC alleged unfair and deceptive practices in violation of Section 5 of 
the FTC Act  because DoNotPay failed to ensure that the AI chatbot’s output was 
equivalent to a human lawyer’s, its technologies had not been trained on federal and 
state laws, regulations, and judicial decisions or on the application of those laws to fact 
patterns, and that and that the company itself didn’t hire or retain any attorneys. 

• On February 11, 2025, the FTC finalized an order with the company, which agreed to settle for 
$193,000, to provide notice to subscribers between 2021 and 2023 warning them of the tool’s 
limitations, and to refrain from further claims without being able to substantiate 
them.

https://www.ftc.gov/news-events/news/press-releases/2024/09/ftc-announces-crackdown-deceptive-ai-claims-schemes
https://www.ftc.gov/system/files/ftc_gov/pdf/DoNotPayInc-Complaint.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/2323042_donotpay_decision_and_order_0.pdf
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Artificial Intelligence: Notable Enforcement

accessiBe Inc. – January 2025 
• In January 2025, the FTC announced a complaint and proposed order against 

accessiBe Inc., alleging the company misrepresented its AI-powered tool’s 
ability to ensure its users’ websites were Web Content Accessibility Guidelines 
(“WCAG”) compliant. 

• The complaint also alleged that the company deceptively formatted third-
party articles and reviews to appear as though they were objective opinions 
and allegedly failed to disclose material connections to those reviewers. 

• On April 22, 2025, the FTC approved a final consent order against the company, 
in which it prohibits accessiBe from misrepresenting material facts about 
its products and services absent evidence to support those claims. The 
company must also pay $1M to the FTC. 
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Artificial Intelligence: Notable Enforcement

Workado LLC – April 2025

• Workado markets a tool, the Content Detector, that it claims is “98% accurate” in 
detecting whether online content has been produced using generative AI technology.

• The FTC alleges that Workado violated Section 5 of the FTC Act with its deceptive 
claims regarding the tool’s accuracy, which independent testing found to be closer to 
53%. 

• The FTC’s order requires Workado to stop advertising the accuracy of the Content 
Director absent sufficient evidence and to retain any evidence of such accuracy claims. 

• Following the order, the company must submit a compliance report to the FTC one year 
after it is issued, and then annually for the next three years. 
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Artificial Intelligence & Security
 Evaluate current and previous privacy policies to determine if the purposes of 

processing personal information contemplated its use for training AI. 
 Updates to Privacy Policies or Terms of Use which create more permissive data 

practices require at least notice to consumers via email or persistent banner on 
the website.  Gateway Learning – Consent

 Do not over-represent AI capabilities
 Evaluate data sets used in training AI algorithms.  How collected?  

Representations made at collection? Do they include health data, geolocation 
data, and browsing data?

 Do not license, sell, or disclose your data sets unless you have determined that 
use for AI is consistent with representations at collection.

 Audit your AI algorithms to identify and remediate any foreseeable harms, 
including privacy, accuracy, and bias. 

https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2024/12/lenses-security-preventing-mitigating-digital-security-risks-through-data-management-software
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Data Brokers: Overview 

• Data brokers are (generally) individuals or companies that specialize in the 
collection and sale/disclosure of personal information about consumers 
– but not directly from consumers.

• These mass data collectors engage in what the FTC (used to) refer to as, 
“commercial surveillance” which involves “the pervasive and comprehensive 
tracking of consumers’ movements and behaviors across virtually every aspect of 
[consumers’] daily lives.” (See “Beyond the FTC: The Future of Privacy 
Enforcement”). 

https://www.ftc.gov/system/files/ftc_gov/pdf/Remarks-to-JOLT-4-1-2023.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/Remarks-to-JOLT-4-1-2023.pdf
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Data Brokers: Notable Enforcement  

Avast Limited – February 2024 

• FTC Allegations:  Avast, which claimed that its browser extensions and anti-
virus software would protect users’ privacy by blocking cookies, was 
allegedly itself tracking consumers’ browser information and sold that 
information to more than 100 other companies through an affiliate called 
Jumpshot, which Avast had acquired and rebranded from an antivirus service to 
an analytics company.  

• The data sold by Avast allegedly included sensitive personal data, such as 
student loan application information, heath information, and religious 
information. 
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Data Brokers: Notable Enforcement 
Avast Limited – Continued 

• In most instances, the FTC alleged that Avast did not disclose its data sharing practices, and 
when it did, the information was inaccurate and buried within its privacy policy. The FTC’s 
complaint alleges that the companies violated the FTC Act by unfairly collecting, retaining, and 
selling consumers’ browsing information; deceptively failing to disclose they were tracking 
consumers; and misrepresenting that consumers’ browsing information would be shared 
only in an aggregate and anonymous form when that wasn’t the truth.

• The FTC finalized the order in June 2024, and in addition to a $16.5 million financial remedy 
for consumer redress, Avast is banned from selling, licensing, or otherwise disclosing 
web browsing data from Avast products to third parties for advertising purposes and Avast 
must obtain express, informed consent for uses of personal information. Avast must also 
delete the web browsing data and any models, algorithms, or software developed using 
that data. 

• In February 2025, the FTC sent notices to consumers to submit a claim for a refund. 
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Data Brokers Enforcement Spotlight: 
Geolocation Data 

On December 3, 2024, The FTC announced two separate enforcement actions against data 
aggregators alleging the companies unlawfully collected and sold sensitive location data 
without verifying users had provided informed consent to this sale.

Gravy Analytics, Inc. 
• The FTC alleged that Gravy Analytics, Inc. and its subsidiary, Venntel Inc. used third-

party suppliers to collect geolocation data and then sold “audience segments” developed 
using inferences from geolocation data to both commercial and government sector 
customers even after the companies learned that consumers did not provide informed 
consent. 

• Gravy Analytics and Venntel allegedly claimed to collect, process, and curate signals 
from approximately a billion mobile devices daily. 

• The complaint also alleged that the company used “geofencing” to identify individuals 
who attended events relating to medical conditions or visited places of worship. 
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Data Brokers Enforcement Spotlight: 
Geolocation Data 

Mobilewalla, Inc. 

•  Mobilewalla is a data broker that obtains raw consumer data from Real-time bidding 
(“RTB”) exchanges instead of directly from consumers. 

• The FTC alleged that Mobilewalla sold the purchased data without ensuring consumers had 
provided informed consent. 

• Among the FTC’s allegations were that Gravy Analytics, Venntel, and Mobilewalla, engaged in 
unfair practices in violation of Section 5 of the FTC Act when the companies:

o Sold sensitive geolocation data;

o Inferred characteristics using this sensitive data to create and sell audience segments; and 

o Failed to verify consumers had provided informed consent for the collection, use, and sale of 
their sensitive geolocation data.
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Data Brokers Enforcement Spotlight: 
Geolocation Data 

In January 2025, the FTC issued final orders against all three companies, which: 

• Prohibits the companies from selling, disclosing, or using sensitive geolocation data (with 
limited national security exceptions for Gravy Analytics and Venntel); 

• Prohibits any misrepresentation of how the data is collected, used, disclosed, and/or 
deleted; 

• Requires each company to disclose the extent to which data is de-identified;

• Requires the companies to establish a sensitive geolocation data program; and 

• Requires each company to maintain a supplier assessment program to verify consumers’ 
informed consent and ensure consumers are able to withdraw consent. 

• Notably, the FTC prohibits Mobilewalla from the collection and retention of consumer data 
from real-time bidding exchanges, which is the first time the FTC has alleged unfairness in 
connection with this practice.  
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Data Brokers Enforcement Spotlight: 
Geolocation Data 

Ferguson Concurrence / Dissent:

• Unfairness:  First, the Commission alleges that Gravy Analytics and Mobilewalla sell 
consumers’ precise location data without taking sufficient measures to anonymize the 
information or filter out sensitive locations. This type of data— records of a person’s precise 
physical locations—is inherently intrusive and revealing of people’s most private affairs. 
The sale of such revealing information that can be linked directly to an individual consumer 
poses an obvious risk of substantial injury to that consumer.  The theft or accidental 
dissemination of that data would be catastrophic to the consumer. The consumer cannot 
avoid the injury…  Finally, given that the anonymized data remain valuable to firms for 
advertising and analytics, the injury that the consumer suffers is not outweighed by any 
countervailing benefits for the consumer. The sale of non-anonymized, precise location data 
without first obtaining the meaningfully informed consent of the consumer is therefore 
an unfair act or practice in violation of Section 5.
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Data Brokers Enforcement Spotlight: 
Geolocation Data 

Ferguson Concurrence / Dissent:

• “[S]elling precise location information without sufficiently verifying that the consumers who generated the data 
consented to the collection of those data by the applications that collected it.” Also unfair.

• “The Commission accuses Mobilewalla of sitting on the RTBs, submitting bids, collecting the MAIDs and location 
data for the bids, retaining those data even when it did not win the auction, and combining those data with 
data acquired from other sources to identify the user represented by the MAID…  Mobilewalla’s [actions] exposed 
consumers to the same substantial risk of injury as collection of their data without consent, was not reasonably avoidable 
by consumers (as this conduct was far removed from their knowledge and control), and was not outweighed by any 
countervailing benefits to consumers.  Also unfair.

But:  

• Dissent from the FTC’s counts against both firms accusing them of unfairly categorizing consumers based on sensitive 
characteristics, and of selling those categorizations to third parties. But it does so only because the data were collected 
without consent for such use, not because the categories into which it divided the data might be on an 
indeterminate naughty categories list.

• Similarly dissented from allegations that indefinite retention is unfair.  No basis for that.
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Data Brokers: Key Takeaways 
 Clearly and conspicuously disclose all purposes for which a business may use, sell, or share personal 

information.

 Evaluate the collection and use of geolocation information. 

 Assess default settings to ensure they align with statements made in the privacy notice and other public 
representations, such as marketing materials. 

 Avoid unnecessary collection and processing of precise geolocation information.

 If collecting precise geolocation information, confirm that you are obtaining consent for purposes for which 
it’s used and disclosed. 

 Ensure any third party using your company’s SDK is obtaining the appropriate consent prior to collection 
and disclosure of personal information. 



Children’s Privacy 
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Children’s Privacy 

• Issued in 1999 by the FTC, and updated in 2013, the Children’s Online Privacy 
Protection Act Rule (“COPPA Rule”) regulates how websites, apps, and other 
online operators collect data and personal information from children under 13. 

• Protection of children’s data is a top enforcement priority for this FTC, 
and websites and other online properties that offer children’s content, or are 
known to be used by children, are under increased scrutiny. 

• On April 22, 2025, the FTC published the final amendments to the COPPA Rule, 
which becomes effective 60 days after this date; however; covered “operators” 
have until April 22, 2026, to comply. 



Smart In Your World afslaw.com | 29

Children’s Privacy: COPPA Final Rule 
The following are some key changes under the COPPA Final Rule: 

• Expands the definition of “operator” to include an online application or mobile application. 

• Expands the definition of “personal information” to include biometric data to account for new 
methods of identification (such as voiceprints, Face ID, and gait analysis) and adds “online contact 
information” to the definition of personal information to include “an identifier such as a mobile telephone 
number provided the operator uses it only to send a text message.” 

• When determining whether a website or online service is “directed to children” the FTC will consider:
• marketing and promotional materials;
• representations made to consumers or third parties; 
• user or third-party reviews; and/or 
• the age of users of similar websites or services. 

• Defines “mixed audience” websites or online services as not primarily directed to children and allows for 
certain exceptions for operators to avoid those websites or online services ad “directed to children.”  
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Children’s Privacy: COPPA Final Rule, continued 
Parental notice and consent requirements have been strengthened: 
• Privacy Policy: In addition to the description of the personal information being collected, used, and 

processed, operators must disclose data retention practices, how persistent identifiers are used, the 
specific identities and categories of third parties that receive children’s data, and how audio files 
are used and retained. 

• Separate opt-in parental consent is required for any third-party disclosures that are not strictly 
necessary to provide the product or service (e.g., AI model training, targeted advertising, and marketing). 

Verifiable consent methods now include:
• Facial recognition: allows a parent’s webcam image to be matched to a government ID (provided the 

images are deleted immediately after verification).
• Text messages to parents to initiate consent (provided children’s data is not disclosed to third 

parties). 
• Knowledge-based authentication: questions of a significant number and complexity that cannot be 

reasonably ascertained by a child. 
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Children’s Privacy: COPPA Final Rule, cont’d.
Increased security obligations: 

• Written Information Security Program (“WISP”): Operators must implement 
a written information security program appropriate to its size and the sensitivity 
of children’s data retained.  Detailed requirements in new § 312.8.

• Data retention: Children’s data cannot be retained indefinitely, so operators 
must ensure children’s data is only retained as long as reasonably necessary to 
fulfil the specific purpose(s) for which it was collected. 

https://www.federalregister.gov/documents/2025/04/22/2025-05904/childrens-online-privacy-protection-rule#sectno-citation-312.8
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Children’s Privacy: Notable Enforcement 

Weight Watchers/Kurbo – March 2022

FTC allegations:

• Company marketed a weight loss app for use by children as young as eight and then 
collected their personal information without parental consent.  

• Order:  $1.5 million civil penalty, required the company to delete data it had 
allegedly illegally collected, and also to delete any models or algorithms developed 
in whole or in part using personal information collected from children through the 
app. A.k.a., “algorithmic disgorgement.” 
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Children’s Privacy: Notable Enforcement 

NGL Labs – July 2024 

• NGL offers an app that allows users to receive anonymous messages from friends and 
social media contacts and was marketed as a “fun yet safe” place for young people to 
anonymously share thoughts and feelings. Users could also create posts using pre-
generated prompts like “would you say yes if I asked you out” at which time the FTC 
alleged users were manipulated into purchasing the NGL Pro version which would reveal 
the sender of the message, which was a recurring negative option - not a one-time fee 
- that cost $9.99 per week.  

• NGL also advertised its “world class AI content moderation” which it claimed could 
filter out harmful language and bullying; however, the FTC alleges NGL received 
numerous reports of cyberbullying, harassment, and self-harm but did not take action. 
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Children’s Privacy: Notable Enforcement 
NGL Labs, continued
• The FTC and Los Angeles District Attorney’s Office filed a complaint against NGL and its 

founders, alleging violations of:

o  Section 5 of the FTC Act, for both unfair and deceptive acts and practices for the app’s 
misrepresentations, especially about the AI content filter;

o the COPPA Rule for failing to provide notice to parents, not obtaining verifiable parental 
consent, and not allowing a way for parents to stop further use of or delete the data of 
children under 13;

o the Restore Online Shoppers’ Confidence Act (ROSCA) for the recurring negative option; 
and

o the California Business and Professions Code. 

• NGL agreed to a $5 million settlement, as well as a permanent ban on marketing anonymous 
messaging apps to kids or teens under the age of 18. 
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Children’s Privacy: Key Takeaways 

 Evaluate whether your website or application has children’s content and consider 
marketing plans and other documents to determine if the site is “directed to” 
children. 

 Honor opt-out and deletion requests.  Watch out for advertising.
 Data retention.
 Compliant privacy policy; direct notice to parents
 Collect verifiable parental or legal guardian consent.
 Consider implementing an age-gate.
 Note that a check box, such as “I am over 13,” is deemed ineffective by the FTC. 

See Weight Watchers/Kurbo. 
 Best practice is to use dropdown menu for birthdate with month, date, and year. 



Dark Patterns
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Dark Patterns: Common Dark Patterns
In September 2022, the FTC issued a report called “Bringing Dark Patterns to Light”  in which it 
highlighted four of the most common dark pattern tactics employed by companies, including:

1.  Difficulty in canceling subscriptions or charges

• The FTC has filed actions against companies that required users to navigate multiple 
screens in order to cancel subscriptions (Cerebral - May 2024).

2. Misleading consumers

• FTC alleged that the creator of the video game “Fortnite” employed dark patterns to trick 
millions of players into making unintentional purchases, resulting in children authorizing 
charges without any parental involvement. This resulted in Epic Games having to pay $245 
million in refunds to affected users. The FTC also alleged separate COPPA violations 
which were discussed earlier in this presentation. (Epic Games, Inc. – December 2022). 
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Dark Patterns: Common Dark Patterns, cont’d. 
3. Hiding key terms

• The FTC alleged that an internet phone service provider subjected its customers to dark 
patterns and junk fees when trying to cancel the services. It was required to revise its T&Cs 
and simplify the cancellation process. (Vonage – November 2023).

4. Tricking consumers into sharing unnecessary data
• This tactic, which is also the highest enforcement priority for the FTC, employs dark 

patterns which appear to provide consumers with a choice but intentionally steer them 
towards an option that provides the most personal information. 

• The Ferguson FTC is unlikely to continue to use charged phrases like “commercial 
surveillance” and “dark patterns,” but much of this discussion is centered on the elements of 
deception, and to that extent, the current FTC will likely continue to discourage these practices. 
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Dark Patterns: Notable Enforcement
Publishers Clearing House – June 2023 – KEY NEW CAN-SPAM CASE

The FTC’s complaint charged that Publishers Clearing House (“PCH”) used “dark patterns” when it: 
• Targeted older and low-income consumers and deceived them into thinking either that the 

purchase of products was required to enter a sweepstakes and would increase their changes of 
winning. 

• CAN-SPAM:  Used misleading subject lines in its emails to consumers, which led them to 
believe the email was related to official documents (e.g., tax forms). 

• “High Priority Doc. W-2 Issued”; 
• “High Priority Doc. W-10 Enclosed”; 
• “W-19 Notice – Step 3 of 3 INCOMPLETE”; 
• “Enclosed Doc. W8 CERTIFIED. OPEN NOW!”; and 
• “CONFIRMED & BINDING Contents Re. Doc W11.”
• “High Priority Doc. W-52 Enclosed.”
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Dark Patterns: Notable Enforcement
Publishers Clearing House – June 2023 – KEY NEW CAN-SPAM CASE

• Deceptively represented orders as “risk free” even though consumers had to return products 
at their own expense. 

• Included misleading statements in its Privacy Policy, specifically where PCH stated that is 
does not “rent, license, or sell” consumer data to third parties. 

PCH agreed to a proposed court order that will require it to pay $18.5M. Approximately 
280,000 consumers who ordered a product after receiving and clicking one of the deceptive emails 
will receive a refund check. 



Telephone Consumer 
Protection Act
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TCPA: Background  
• Enforced by the Federal Communications Commission, The Telephone 

Consumer Protection Act of 1991 (“TCPA”) was enacted to safeguard 
consumers from unsolicited telemarketing calls and faxes using 
“automatic telephone dialing system” (“ADTS”) technology (a.k.a. 
“robocalls”). 

• This law continues to pose a litigation risk to businesses using calls, 
texts, and faxes for consumer engagement, as the victim can sue for up 
to $500 per violation or recovery of monetary losses, whichever is greater. 
Victims may also seek an injunction to stop the unwanted calls. 

• Last year, the law was updated, and on April 11, 2025, three key changes 
will take effect. (See our December 2024 client alert here).

https://www.afslaw.com/perspectives/alerts/significant-updates-telephone-consumer-protection-act-take-effect-next-april
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TCPA: Revocation of Consent  
• The order codifies the FCC’s longstanding position that a called party may revoke consent “by using any 

reasonable method.” 

• To provide further clarification on what constitutes a “reasonable” means of revoking consent, the FCC adopted 
the following specific requirements that will be considered per se reasonable opt-outs:
o Any revocation request made using an automated, interactive voice or key press-activated opt-out 

mechanism provided during a call itself.
o A website or telephone number designated by the caller to process opt-out requests.
o A reply to an incoming text message that uses words “stop,” “quit,” “end,” “revoke,” “opt out,” “cancel,” 

or “unsubscribe” will also be considered per se reasonable to revoke consent (note: texters should ensure 
their platform operator automatically recognizes these commands).

Ultimately, the “standard” will be that a caller must treat a reply text as a valid revocation request if a reasonable 
person would understand those words to have conveyed a request to revoke consent, and the FCC will use a 
“totality-of-circumstances analysis.”
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TCPA: Confirmatory Opt-Out Texts
• The order also codifies a previous FCC declaratory ruling that a “one-time text message 

confirming a request to revoke consent from receiving any further calls or text messages does 
not violate the TCPA or the Commission rules as long as the confirmation text merely 
confirms the text recipient’s revocation request and does not include any marketing or 
promotional information and is the only additional message sent to the called party after 
receipt of the revocation request.” 

• The order also requires the confirmatory text to be sent within five minutes of receipt of 
the opt-out request, or “the sender will have to make a showing that such delay was 
reasonable.”

• The sender must cease all further texts for which consent is required, absent further 
clarification that the recipient wishes to continue to receive certain text messages and a 
“lack of any response to the confirmation text must be treated by the sender as a 
revocation of consent for all robocalls and robotexts from the sender.”
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TCPA: Scope of Consent Revocation
• The order clarifies that “when a consumer revokes consent with regard to telemarketing robocalls or 

robotexts, the caller can continue to reach the consumer pursuant to an exempted 
informational call, which does not require consent, unless and until the consumer separately 
expresses an intent to opt out of these exempted calls.”

• Additionally, “when consent is revoked in any reasonable manner, that revocation extends to 
both robocalls and robotexts regardless of the medium used to communicate the revocation 
of consent. For example, if the consumer revokes consent using a reply text message, then consent is 
deemed revoked not only to further robotexts but also robocalls from that caller.”

• Thus, callers likely shouldn’t get too aggressive interpreting this rule change as only applying to 
robocalls and robotexts but should be mindful that a STOP request to a telemarketing call — 
regardless of how “robo” it is — could be considered an opt-out for any telemarketing call.
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Questions & Contacts

D. Reed Freeman, Jr. 
Partner
ArentFox Schiff LLP 
Reed.Freeman@afslaw.com

Michelle Bowling
Associate 
ArentFox Schiff LLP 
Michelle.Bowling@afslaw.com
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